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According to the 
ACSC Threat Report 
2017, cybercrime 
is a prevalent 
threat for 
Australia.

It enables
criminals 

to generate 
large profits 

with a low risk 
of identification 
and prevention.

Current challenges



Verizon’s 2017 Data Breach 
Investigations Report reveals that 
15% of breaches involve 
healthcare organisations.

The Verizon report also identifies 
that ransomware accounts for 
72% of malware incidents in the 
Healthcare industry.

Healthcare sector



Digital Health Cyber Security Centre structure
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Anthony Kitzelmann 
Chief Information Security Officer (CISO) & 

General Manager Digital Health Cyber Security Centre

Cyber Security Engineering

• Security architecture & design

• Security assurance and advice

• Forward planning and continuous 
improvement

• Penetration testing and threat & risk 
assessments (TRAs)

• Procurement of security-related products 
and services

• Coordination of system certification and 
security accreditation activities

Security & Compliance Outreach
• Engage with the digital health sector to 

increase overall security awareness

• Undertake privacy assurance and incident 
management activities

• Develop security guidance for organisations 
and consumers

• Develop Agency information security policies

• Exchange security threat intelligence

• Partner with national and international cyber 
security organisations 

• Coordinate regular cyber security exercises

Security Operations

• Operational security management

• Real-time security monitoring

• Security Incident Response Team

• IT Security Adviser (ITSA)

• Vulnerability management

• Establishing & monitoring threat intelligence 
feeds and using the intelligence to detect, 
prevent and mitigate the cyber threat
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My Health Record security – a collaborative approach
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The Digital Health 
Cyber Security Centre 
works closely with the
National Infrastructure 

Operator to support 
the ongoing security of 
the My Health Record 

System. 



My Health Record 
Privacy Controls

People
can control 
their own 
My Health 

Record access 
and privacy 

settings

 Control access

Provide healthcare 
providers with a 

record 
access code

 Lock documents

Restrict viewing of 
specific documents

to selected 
people

 Nominate           * 
representatives    *

Nominate people to 
manage the record 

on your behalf

 Check activity

See who 
has accessed
your record

Citizen-centric 
security and 

privacy model 
for the 

My Health 
Record system



Digital Health Security

Legislation

My Health Record 
legislation provides 
protections for privacy of 
medical information in the 
system. 

Severe penalties apply if 
deliberate misuse occurs 
(up to 2 years in jail and 
fines of up to $126,000)

People

System administration 
personnel are subject to 
Australian Government 
security clearance vetting 
processes

Cyber security professionals 
continually monitor system 
use and network traffic

Process

Access to My Health Record 
servers and administration 
computers is tightly 
controlled & monitored 

My Health Record 
conformance processes 
must be passed before 
software can connect to the 
system

Technology

Encryption of sensitive data 
both in storage & in transit.

Specialist security real-time 
monitoring tools 

Preventing portable storage 
devices being connected to 
My Health Record servers



Defence in Depth
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A layered approach
to security provides
robust protection 
for our sensitive 
health data

Within each layer, 
a range of technology
solutions can be implemented 
to enhance security for that layer

Release 8
2017

Data
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2017

Release 7
2016
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2015

Release 5
2014
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2013
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2013

Application

Policies, procedures, 
awareness

Physical Security

Perimeter

Internal 
Network

Host

Application

Data

Defence in depth security is used 
to protect the My Health Record 

system. Additional capabilities 
are being introduced as part 

of the Cyber Security Centre’s
workplan, to strengthen 
our information security 

investment



Examples of ‘notable events’

Security Operations
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The Digital Health Cyber Security Centre 

 continually monitors the system for evidence of unauthorised access. 

 utilises specialist security real-time monitoring tools, configured and tuned to 
automatically detect events of interest or ‘notable events’. 

 regularly reviews and updates the defined events of interest, 
based on its knowledge of the likely threats to the My Health Record.

Overseas access 
by consumers 

and healthcare 
providers

Multiple failed 
logins from the 
same computer

Multiple logins 
within a short 
period of time

Logins to 
the same record 

from multiple 
computers at the 

same time

High transaction 
rate for a given 

healthcare 
provider

Certain instances 
of after hours 

access and 
all instances of 

emergency access



Security Assurance
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Security assurance activities are undertaken to ensure the security of the 
My Health Record system is adequately maintained, including:

Secure 
Build

Test & 
Accredit

Release

Review

Secure
Design

Continuous 
Improvement

• Accreditation in accordance with the Australian Government Information 
Security Manual (ISM) and Protective Security Policy Framework (PSPF). 
Including assessment by an independent IRAP* assessor.

• Threat and risk assessments to independently audit the effectiveness of 
security controls.

• Regular penetration testing, to understand and monitor security threats, 
risks and vulnerabilities.

• Pre-release testing and technical reviews to identify and rectify any security 
vulnerabilities, prior to release of new My Health Record system 
functionality.

• Security clearances – ensuring personnel involved with management of the 
My Health Record system have a baseline security clearance, granted by the 
Australian Government Security Vetting Agency.

• Information Security Policy and associated security procedures and plans.
*IRAP: InfoSec Registered Assessors Program (managed by Australian Signals Directorate)



Cyber Security Guidance Materials

A range of cyber security guidance materials have 
been produced to encourage improved information 
security practices across the health sector.

The Information Security Guide for Small 
Healthcare Businesses provides simple guidance 
for non-technical health professionals regarding:

A number of additional publications 
provide guidance regarding specific 
information security topics.

• privacy

• passwords 

• software updates 

• back-ups and 

• staff security 
awareness.

https://www.digitalhealth.gov.au/about-the-agency/digital-health-cyber-security-centre/information-security-guide-for-small-healthcare-businesses
https://www.digitalhealth.gov.au/about-the-agency/digital-health-cyber-security-centre/information-security-guide-for-small-healthcare-businesses



