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General practices hold vast amounts of patient and staff information (data) in their clinical information 
systems, documents, accounting and other programs.  In addition to internal storage within the practice, 
data is often shared outside the practice; for example, in e-referrals, through My Health Record uploads, 
PIP QI and third-party software such as CAT 4. General practice has a fundamental role in ensuring the 
privacy of patient health information, both internally as well as when shared external to the practice, and 
should consider policies around the secondary use of de-identified data. 

Due to the nature of data sharing, risks involved and the Privacy Act 1988, it is critical that practices 
meet requirements for the storage, transmission and use of data in a legal, safe and secure manner. 

The checklist below is a useful guide to managing privacy and security in general practice: 

Checklist: 

• Ensure the practice has a security policy in place which is reviewed regularly (e.g. at least yearly), staff 
read and acknowledge they understand the policy and know where it is stored. The policy should be 
enforced with all staff and contractors and include a version number containing the date it came into 
effect in addition to the date it was reviewed and updated. Please note: practices accredited against 
the RACGP Standards for general practices (5th edition) must have a privacy policy on how the 
practice manages patient health information (Criterion C6.3). 

• Ensure individual user accounts are created, used and monitored when accessing information such as 
the Clinical Information Systems (CIS), accounting systems and any documents that store personal 
data. Ensure staff understand password security, their level of access and/or restrictions applied to 
accessing data. 

• Ensure that you manage security and access to information once staff members leave – for example 
the Practice Manager may be set up as the Organisation Maintenance Officer for My Health Record 
administration purposes or be set up as a delegate for the GP in HPOS and these accesses will need to 
be changed if that person leaves. 

• Ensure regular staff training in CIS, My Health Record, CAT 4 and any other systems that store, 
retrieve or share data and maintain a register of staff training. 

• Ensure that reporting procedures and processes are put in place to meet notification requirements 
under the Privacy Act 1988 and to handle health consumer concerns regarding any privacy breaches 
and complaints. 

• Ensure risk assessments are undertaken regularly and that a risk register is maintained. 

• Ensure all staff know who is responsible for maintaining the security policy and managing any 
breaches. 
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Australian Privacy Principles (APP) 

The Australian Privacy Principles (APPs) provide a consolidated and universal set of principle-based laws, 
focusing on transparency in the following five areas: 

• Consideration of personal information (APPs 1 and 2) 

• Collection of personal information (APPs 3, 4 and 5) 

• Dealing with personal information (APPs 6, 7, 8 and 9) 

• Integrity of personal information (APPs 10 and 11) 

• Access to and correction of personal information (APPs 12 and 13). 

Items 1, 6 and 11 are particularly relevant for general practice staff to understand. 

 

Managing a data breach 

Even with the best policies in place, data breaches can occur – for example due to human or technical 
error – and your security policy should outline how this is managed. Under the Privacy Act 1988, 
individuals must be notified if their personal information is involved in a data breach that is likely to 
result in serious harm. 

For practices who use the My Health Record system, their obligations under the My Health Record Act 
2012 (Section 75) are stricter than those under the Privacy Act 1988. In the case of a data breach, the 
practice must notify the Australian Digital Health Agency (the MyHR System Operator) and the Office of 
the Australian Information Commissioner (OAIC).  Notifications made under the My Health Records Act 
2012 do not require a separate notification under the Privacy Act’s Notifiable Data Breaches Scheme. 

 

Useful links 

There are a number of useful links containing templates, advice and resources for the General Practice to 
manage its privacy and security requirements. 

RACGP sample privacy template (listed under Practice management) 

My Health Record participation obligations 

PEN CS Data Governance (for users of CAT4) 

Privacy tips from a Medical Insurer 

RACGP – Secondary use of de-identified data 

Avant - all you need to know about data breaches 

 

https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates
https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/my-health-record-system-participation-obligations
https://www.pencs.com.au/wp-content/uploads/2019/08/Data_Governance_PHN.pdf
https://www.avant.org.au/news/20141028-top-10-privacy-tips/
https://www.racgp.org.au/running-a-practice/security/managing-practice-information/secondary-use-of-general-practice-data/de-identified-general-practice-data
https://www.avant.org.au/Resources/Public/data-breaches-all-you-need-to-know/

